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Patient Zero: Microsoft IIS Web Server
Buffer overflow vulnerabilities can lead to the infection of the Microsoft IIS Web Server through a worm. In case the worm is known, the exposure should be dealt with, and protection put in place as the company's security policy dictates. However, sometimes a new worm that is not protected against can exploit the vulnerability. Therefore, the actions of an Incident Response Team would be required drastically.
Stopping the spread of a worm does not take just some simple server connection reset since this spread needs only a HyperText Message Protocol packet for the infection to spread (Sengupta et al., 2017).
 Immediate cessation of the operation by closing the outgoing ports by the team, especially port 80 for the code Red type, would bring the system to a shutdown and enable the clean-up to start. In as much as this would not be an ideal solution, the primary responsibility is to stop the worm spread to avoid other servers' infection. The IR team would then report the incident to other infected or related CERTS and the authorities responsible for cybersecurity. 
The team will need the wipe and do a re-installation of the server's operating system. A short while after the re-boot, the team analyzed the structure, ensuring that the security updates' patches and software were installed. While this is in process, the team would conduct seak consultations from other groups on their encounter with the same threat and what they put in place to guard against it. After all this and recovery achievement, a full renovation of security measures would be necessary to undertake.
Incident Containment Strategy
Since there is a possibility of rapid spread, a complete re-installation of the system and quarantine would be necessary for harmful warms like buffer overflow exploiters. Worm replication should be stopped and subsequent clearance of the infection (Whang et al., 2018). Suspected systems should always be shut down, followed by cleaning. In case the team manages to clear the worm by running a simple security program, they can end at that point. However, if there is persistence, the team can then attempt to restore the backup system.
Response Strategy Diagram
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While the IR team is on the watch out for any recurrence of an identical threat to other systems during primary system backup, they would report their findings to the authorities and try finding out the infection sources (Sengupta et al., 2017). For a worm case, this might prove cumbersome and near impossible; however, using data obtained from the authorities can bring out a clear picture of the creator of the worm and why.
Recovery from the worm ensures that the system operates at the level and carries out tasks similar to when it had not been attacked. The team will eventually carry out tests on the system and check it for any re-infection by unknown types of previous infections. When they establish that it is clean and operating normally, the team would reintroduce it into the network to resumes operations. Following the forensics and the incidents, the team would compile a complete report to the company containing any revisions to the protocols that would help protect from future attacks of the same kind to their IIS Web Server (Bush et al., 2017).
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